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The MS-ISAC®

• Designated by the Cybersecurity & 
Infrastructure Security Agency (CISA) 
as a key resource for cyber threat 
prevention, protection, response and 
recovery for all U.S. State, Local, Tribal 
and Territorial (SLTT) governments.

• A division of the Center for Internet 
Security® (CIS®), a 501(c)(3) nonprofit.

Multi-State Information Sharing & Analysis Center®

TLP:CLEAR

https://learn.cisecurity.org/ms-isac-
registration
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Who We Serve

TLP:CLEAR

State, 
Local, Tribal, 
and Territorial 
Governments

50 State Governments

80 DHS-Recognized Fusion Centers

6 Territorial Governments
207 Tribal Governments

17,000+ Total Members

23 Maine Cities and Towns

135 Total Maine Members

12 Maine Counties

1569 Counties Nationwide

Local 
Governments 

include
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Local Government Targeted by Cybercriminals

TLP:CLEAR

Examples in the Headlines
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Recommendations
Implement Best Practices

• CIS Critical Security Controls 
– provide a prioritized set of actions to protect your 

organization and data from known cyber-attack 
vectors.

• CISA/MS-ISAC Joint Ransomware Guide
– Best practices and incident response guidance
– https://www.cisa.gov/stopransomware/ransomware-

guide

– https://www.cisa.gov/stopransomware 

• Use free and low-cost security services

https://www.cisecurity.org/controls/

TLP:CLEAR
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No-Cost Cybersecurity Tools and 
Resources
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Network 
Monitoring 
Services

+
 Research and 

Analysis

2 4 x 7 x 3 6 5

Support Analysis & 
Monitoring

Reporting

Threats, 
Vulnerabilities

+
Attacks

Cyber Alerts & 
Advisories

Web Defacements

Account 
Compromises

Security Operations Center

To report an incident or     
request assistance:

Phone: 1-866-787-4722

Email: soc@cisecurity.org

TLP:CLEAR
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To report an incident or     
request assistance: 

Phone: 1-866-787-4722
Email: soc@cisecurity.org

Cyber Incident Response Team (CIRT)

Incident Response

Malware Analysis

• Log Analysis

TLP:CLEAR
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Security Focused 
DNS service: 
Blocks malicious domain 
requests before a 
connection is even 
established!

No new hardware or 
software required

Helps limit 
infections related to: 
• Known Malware
• Ransomware
• Phishing
• Other cyber threats

Simple 
Implementation:

Malicious Domain Blocking and Reporting (MDBR)
https://mdbr.cisecurity.org/

TLP:CLEAR
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Nationwide Cybersecurity Review (NCSR)
https://www.cisecurity.org/ms-isac/services/ncsr

No cost

Anonymous

Self-Assessment

TLP:CLEAR
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Cyber Threat Intelligence Products

TLP:CLEAR

Reports Strategic 
Assessments Briefs & Blogs

 Assessment Based
 Probability Focused 
 Analytic Confidence

 Deeply Researched
 Forward Looking
 Trends & Patterns

 Simple or Complex
 Technically Focused
 Threat Driven

Advisories & 
Alerts

 Ad Hoc
 Urgent Actions
 Prevalent Threats
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Alerts and Advisories

• Overview

• Threat Intelligence

• Systems Affected

• Risk Level

• Technical Summary

• Associated CVEs

• Recommendations

TLP:CLEAR
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CIS SecureSuite®

FreeSecureSuite@cisecurity.org 

https://www.cisecurity.org/cis-securesuite/member-webinars

TLP:CLEAR
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CIS Controls v8

TLP:CLEAR
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• Implementation Groups (IG) 
to the CIS Controls:
 IG’s – are the recommended 

guidance to prioritize 
implementation of the CIS 
Controls.

 IGs are divided into three 
groups, based on the risk profile 
and resources an enterprise has 
available to them to implement 
the CIS Controls 

TLP:CLEAR
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ISAC Working Groups and Communities

• Business Resiliency

• Metrics

• Education & Awareness

• K-12 

•  Leadership Mentoring 

Avoid a Cyber Disaster

TLP:CLEAR
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No cost, network evaluation through CISA.
Near continuous scans for open ports and vulnerabilities. 

Vulnerabilities checked against a large library that an 
internet-based threat actor could exploit. 
Alert notifications sent to organization within 24 hours.

Scans performed based on the criticality of the vulnerability.
(Between 24 hours and 1 week)

Provide a detailed report card outlining key new 
findings, as well as historical data.

CISA Cyber Hygiene Program
Avoid a Cyber Disaster

TLP:CLEAR
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Phishing
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Phishing
What is it?

19

• When malicious actors masquerade as 
legitimate entities during electronic 
communication to compromise 
systems and networks or to gain 
access to private, sensitive, or 
restricted content. A form of social 
engineering (CIS)

TLP:CLEAR
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Phishing
Various Types

20

TLP:CLEAR

• Quishing 
• QR code phishing

• Vishing
• Voice or telephone phishing

• Business Email Compromise (BEC)
• Using email and/or other electronic communication to impersonate a 

business executive, employee, or other person with authority to 
request payment or access employee payroll and W2 information on 
behalf of their company or organization. (CIS)
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Join at slido.com
#3004960

ⓘ Start presenting to display the joining instructions on this slide.

Passcode: qa2pul
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Poll Questions

22

1. Using one word, what is a common tell of a phishing 
emails?

2. What would you do if you receive a suspicious email?

TLP:CLEAR



23

Using one word, what is a 
common tell of a phishing 
email
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What would you do if you 
received a phishing email?
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Phishing Examples and Tactics
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Thread Hijacking

From: John Smith <wefoiunfcon2.23r2@spamemail[.]org>
Sent: Wednesday, January 4, 2023 1:09 AM
To: youremail@yourcompany[.]org
Subject: RE: Meeting tomorrow

Hello,
The signed document was uploaded here:
https://maliciouslink[.]org

From: John Smith <john.smith@yourcompany[.]org>
Sent: Wednesday June 7, 2022 3:09 PM
To: youremail@yourcompany[.]org
Subject: Meeting tomorrow
Hey Mike,

I’m sending the conference call information below. Pam will be joining us on the call and wants 
to go over what Stanley proposed during our meeting earlier this morning. Could you please 
send over any notes you took?

Thanks
-John

Name does not match email address. 
Email address does not match the 
original in the thread.

Email is responding to 
correspondence from 
several months ago.
Does John usually email 
you at 1:00am?

This content has 
nothing to do with 
the original 
message.

TLP:CLEAR

26
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OneNote Example

• File lures victims into opening
– User interaction required

• Hidden malicious script
• Warning message often 

ignored

Moving the button 
shows the malicious 

script

TLP:CLEAR
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Generative AI
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Generative AI
Cyber Threat Actors Leveraging Generative AI

• Leveraging platforms to augment existing Tactics, Techniques, 
and Procedures (TTPs)

• Images 
– Text to image platforms 

• Deepfakes
– Videos of people whose actions and words are AI-generated

• Voice Cloning
– Upload audio of someone speaking to clone their voice
– Low Cost, Low Barrier to Entry (Ex. ElevenLabs) 

TLP:AMBER
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Generative AI
Generative AI Meets The Internet

• Generative AI content going viral
– Can spread quickly before people realize it isn’t real

Generative AI-created image of an explosion at the 
Pentagon

Stock market dipped

Generative AI-created video of the Eiffel Tower on 
fire

4.6 million views

TLP:AMBER
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Generative AI and Phishing
An Emerging Threat

• Produces phishing emails that lack typical hallmarks
–  Ex. spelling and grammatical errors 

• Usage Policies
– Prohibits the creation/sharing of illegal or unethical content

• Safeguards/Filters
– Upholds usage policies by blocking certain content 
– Simple workarounds

• Forcing chatbots to adopt a persona, assume responsibility, mimic an 
experiment, etc.

TLP:AMBER
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Generative AI and Phishing

• Typo-laden emails may become a thing of the past
• Output represents a starting point

Malspam received by election office

Generative AI-produced content (ChatGPT)

TLP:CLEAR
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Cyber Threat Intelligence (CTI)
GenAI Research - Copilot

• First prompt asked for an example of a phishing email and 
promised that the output would not be used maliciously 
– Established that we could circumvent filters by pretending outputs would be 

used for “examples” or “teaching purposes” 
• Second prompt asked for an example phishing email about 

elections 

33

TLP:CLEAR

Figure 24: CoPilot’s output on an election-themed 
phishing email.
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Generative AI and Phishing
Example

TLP:CLEAR
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Ongoing Generative AI Research
Malicious Code Generation

TLP:AMBER
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What can we do?
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Poll Question

37

1. Name one characteristic of a strong password… 

TLP:CLEAR



What makes a strong password?
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Password Security

39

TLP:CLEAR

• Password Manager
• Length
• Passphrase vs Password
• Do not write down and leave on 

desk
• Do not store passwords in clear 

text on workstation
• MFA
• Do not store in Browser
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Top 20 passwords by rank & year

40
TreeTop Security - CAT - v2023.09

Source: Nordpass

If you use any of these, change them NOW!!!

Rank 2020 2021 2022 Rank 2020 2021 2022

1 123456 123456 password 11 1234567 qwerty123 1234567

2 123456789 123456789 123456 12 qwerty 000000 1234

3 picture1 12345 123456789 13 abc123 1q2w3e 1234567890

4 password qwerty guest 14 Million2 aa12345678 000000

5 12345678 password qwerty 15 000000 abc123 555555

6 111111 12345678 12345678 16 1234 password1 666666

7 123123 111111 111111 17 iloveyou 1234 123321

8 12345 123123 12345 18 aaron431 qwertyuiop 654321

9 1234567890 1234567890 col123456 19 password1 123321 7777777

10 senha 1234567 123123 20 qqww1122 password123 123

TLP:CLEAR
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Password length <-> time to crack

Source: Hive Systems 41TreeTop Security - CAT - v2023.09

TLP:CLEAR



Confidential & Proprietary

Security Awareness and Skills Training
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Security Awareness and Skills Training
Control 14

43

Difference between 
• Training – Teaching an applied skill
• Education – Teaching a theoretical skill
• Awareness – Changing People’s Behavior

Why is this important?
 2024 Verizon Data Breach Investigations Report (DBIR) states:

• 68% of breaches involved the human element
• Most users fall for phishing emails (clicking links and entering 

data) in less than 1 minute

TLP:CLEAR
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Slido Poll

44

• How would you rate your organization’s current security 
awareness training program?

• Does your organization offer additional security awareness 
training outside of required, yearly trainings?

TLP:CLEAR
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How would you rate your 
organization's current security 
awareness training program?

ⓘ Start presenting to display the poll results on this slide.
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Security Awareness and Skills Training
Control 14 – Implementation Group 1

46

Safeguards
1. Establish a Security Awareness Program

2. Train staff to recognize Social Engineering Attacks

3. Train workforce on Authentication Best Practices – MFA, Password composition, 

and credential management

4. Train staff how to identify and properly store, transfer, archive, and destroy 

sensitive data – clear screen and desk, erasing physical and virtual whiteboards, 

storing data and assets securely (virtual and physical)

TLP:CLEAR
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Security Awareness and Skills Training
Control 14 – Implementation Group 1

47

Safeguards
5. Train workforce to be aware of causes for unintentional data exposure – 

emailing the wrong person, lost/stolen devices, publishing data to unintended 

audiences

6. Recognize a potential incident and be able to REPORT IT

7. Train workforce to verify and report out-of-date software patches or any 

failures in automated processes and tools – include notifying IT personnel

8. Train staff about the dangers of connecting to, and transmitting data over 

insecure networks – home/remote networks

TLP:CLEAR
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Security Culture

48

• Newsletters

• Competition

• Clear Desk/Signed Out Prize

• Cyber Champion

• Internal person, not from IT

• Gamify Security Training

• October is Cybersecurity 

Awareness Month!

TLP:CLEAR

How to Create Cybersecurity Culture
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Does your organization offer additional 
security awareness training outside of 
required, yearly trainings?

ⓘ Start presenting to display the poll results on this slide.
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MS-ISAC Resources 

50

• Webinars

• Reports – Great content for monthly newsletters

• Guidance for Controls

• Policy Templates

• AuditScripts – Controls Implementation

• National Cybersecurity Alliance - https://staysafeonline.org/

• FedVTE 

• CIS CyberMarket 

• SANS Security Awareness Training

• SANS Course Discounts

TLP:CLEAR
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Available to SLTT and 
Veterans

No-Cost Cybersecurity 
Training

Operating System 
Security

FedVTE
Federal Virtual Training Environment

https://fedvte.usalearning.gov/ 

TLP:CLEAR
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Thank You!

Megan Incerto
Regional Engagement Manager, MS-ISAC 

Megan.Incerto@cisecurity.org | 518-640-3655 
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